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- ALL sensitive PII must be encrypted.
- ALL files that contain sensitive PII must have a filename that begins with FOUO".
- Any attachment containing sensitive PII must include "Attachment is FOUO" at the top of the message.
- Emails containing sensitive PII must include "FOR OFFICIAL USE ONLY - PRIVACY ACT SENSITIVE:  Any misuse or unauthorized disclosure of this information may result in both criminal and civil penalties".
- When sending sensitive PII, ensure: 
· Correct files attached,
· Correct recipients have been selected, and 
· Recipients have a NEED TO KNOW.
- Emails that fail to send because one or more recipients have not published their certificate DO NOT SEND UNENCRYPTED (an error message will appear). 
· Select "Cancel", 
· Remove failed recipient(s) addresses from the email, then 
· Send the email to other recipients.  
· Send a separate email to the unsupported email addresses requesting a digitally signed email reply or response after they publish their certificates.  
· Upon receipt of above, right click on the name in the email reply, 
·  Select 'Add to Outlook Contacts' and Save.  
· Attempt to resend encrypted email if the recipients certificates published (you will get a message)
· Contact your IA person for assistance if this process takes longer than 24hours to complete.  

